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Abstract In this paper we propose a queue manage- each packet. If the agent detects a loss, the lost packet
ment method fpr imprO\{ing TCP performance over multi- is retransmitted locally from the cache in the agent. In
hop wireless links. With our proposed control method,  explicit loss notification (ELN)[8], the BS detects packet
packet loss in the vylreless.llnk is completely eliminated and  |oss in the wireless link, and then explicitly notifies the
all packets are delivered in the correct order. No change ¢4t 10 the sender. Based on the notification, the sender
IS requm_ad_to TCP itself or to the servers, Our proposed can select the most suitable congestion control depend-
method is implemented between the media access control . . .

ing on the reason of the loss. In the technique described

layer (MAC) and logical link layer in each node, and is . . .
designed to help the local retransmission control in the in [9], ELN is introduced above the snoop mechanism,

MAC layer. Computer simulation experiments show that to notify the sender of the occurrence of a packet loss in

our proposed method can communicate in high error wire- the wireless link.

less link conditions even when conventional methods can- The above methods apply to one-hop (final hop) wire-
not maintain communication. The fairness problem of TCP less networks, but there are additional problems in multi-
communication, between connections with different round hop mobile/wireless networks. Split TCP[10] extends
trip times, is also improved. the splitting scheme of I-TCP for mobile ad hoc net-

works to adapt to route changes resulting from mobil-
ity of the terminal. In TCP-BuS[11], every node can

Wireless Internet environments have become widely buffer during a route disconnection and reestablishment.
used, since nowadays they can be constructed more eadh [12] a system is described in which notification of ex-
ily and flexibly than wired Internet installations. In Pplicit route failure is provided by an enhanced inter-layer
ubiquitous network environments, all devices, or at least control mechanism in the intermediate node. The TCP
many of them, are connected by multi-hop wireless links agent can correctly control the congestion window size
and controlled by Internet technology. from this information.

Reliable data communication in the Internetis mainly ~ These methods improve TCP performance in the last
controlled by TCP[1],[2]. Since TCP was originally de- one-hop or in multi-hop wireless Internet environments,
signed for wired networks, the control method assumes but also require complicated control and a lot of modifi-
that packet loss generally occurs due to network con- cations to conventional systems.
gestion, and so when congestion occurs, it reduces the We focus on TCP communication over lossy, multi-
congestion window size of the traffic. The application hop wireless links. Our method adopts a different ap-
of congestion control is, however, also applied when the proach to the above methods. We do not modify TCP
packet loss occurs due to wireless link errors, and thisitself nor the reference of sequence number informa-
always decreases the throughput of the connection. Furtion in TCP or LL headers, but packet losses are com-
thermore, the problem becomes worse in multi-hop wire- pletely eliminated by enhanced retransmission control in
less networks. the MAC layer, with a queue management method which

To improve TCP performance in wireless environ- Maintains fairness for each flow. With this control, the

ments, many methods have been proposed for adapting’@ckets are also delivered in the correct order even over
the congestion control to wireless environments. Selec-the wireless link and the sender never receives a dupli-
tive Acknowledgment[3] notifies multiple lost packets cate ACK from the receiver due to a wireless link error.
by means of the acknowledgment (ACK). k-SACK[4] The TCP agent of the sender can control the traffic to the
modifies the congestion detection and avoidance mech-wireless terminal as if the terminal were connected with
anisms of SACK with TCP New Reno for wireless en- @ wired link. Above procedures are realized very simple
vironments. In Freeze-TCP[5], a receiver lets a senderMechanism.

keep the congestion window size over a frequently dis- To evaluate our proposed method, we executed com-
connected communication route without any modifica- puter simulation experiments. The results show that our
tions of the sender and the intermediate nodes. In I- method can maintain communication in high error wire-
TCPJ6], the connection is split into two parts - wired net- less link conditions, even when communication is not
works and the wireless last hop. Packets lost in the wire- possible with conventional TCP. The fairness problem of
less link are retransmitted locally to or from the splitting TCP communications between different round trip time
point of the base station (BS) without end-to-end control. connections is also improved.

Snoop agent[7] works at the Logical Link (LL) layer in The rest of this paper is structured as follows. Section
a BS and monitors packet loss in the wireless link by 2 describes our proposed queue management method. In
checking the sequence number of the TCP header forSection 3, the computer simulation experiments are de-

1. Introduction
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3
next queue is allowed to send a packet. Since the elimi-
nated packet remains at the head of the queue, it can be
Queues retransmitted to the receiver again when the queue has
(1x (4) its next turn to send.

N N Note that the sequence numbers in the TCP and LL
(2) headers are not referred to in the above procedures. It
MAC |ayer should also be emphasized that the packet order is never
changed as a result of a wireless link error in our pro-
) ) posed method. Thus, even when there is a high error rate
Figure 1. Steps in proposed queue management procey, the wireless link, the TCP agent in the sender recog-
dure in a node. nizes that the wireless link has a narrow bandwidth or
requires a long round trip time. In such a case, the queue
overflows and some packets are lost. However, since the
scribed to evaluate our method. Finally, Section 4 pro- TCP congestion control quickly adjusts the flow, over-

vides conclusions. flow of the queue seldom occurs. In addition, since all
. . ACK packets are delivered to the sender without fail, the
2. Basic Idea of Our Queuing Method TCP retransmission timer hardly ever times out or, if it

For reliable communication over a wireless link. most does so, it is because the wireless link conditions are so

kinds of MAC layer provide a mechanism for local re- P0Or that it is impracticable to continue the TCP con-
transmission in the event of a wireless link error, but Nection. To confirm these principles, the next section

a maximum number of the retransmission attempts is d€scribes the evaluation of our proposed method.

defined to avoiq certain p.ackets wasting .thg bandwidth 3. Simulation Experiments

through excessive repeating of retransmissions. In our

proposed method, the local retransmission mechanism To evaluate our proposed queue management method,
is enhanced to execute the retransmission control indefi-computer simulation experiments were executed using
nitely, to improve TCP performance. However, although the network simulator ns-2.1b8[13]. We compared two
this control is executed until each packet is received cor- queue management methods: the original Deficit Round
rectly at the other node, it is not permitted for a certain Robin (DRR)[14] method and our proposed method,
packet in a certain flow to occupy the bandwidth unduly, wWhich is also implemented on DRR. In both methods,

to the detriment of other flows. the gueue management procedure uses a separate queue

Figure 1 shows our proposed method. A queue is pro- for each node. We compare these two queue manage-
vided between the MAC layer and LL layer for each ment methods in TCP communications using the net-
node, because the radio condition differs at each node,work model shown in Figure 2. Common conditions for
and, if a common queue is used for all nodes, a packetall simulation experiments are as follows.
to one node, which is suffering extremely bad radio con-
ditions, may prevent the transmission of packets to the [Queue conditions]
other nodes.

When one of the queues is allowed to send a packet,
(1) the head packet of the queue is copied to the MAC
layer for transmission, but the original continues to stay
at the head of the queue. In the next step, (2) the MAC
layer forwards the packet to the receiver. If the trans- [Network conditions]
mission is successful, (3) the acknowledgment is notified
from the MAC layer in the receiver, and (4) this is also
signaled to the queue, to delete the packet from the head
of queue. Otherwise, the MAC layer continues retrans-
mitting the packet, until the acknowledgment is received.
In case that the packet is successfully transmitted, the
next queue is arrowed to transmit the head of packet.

If local retransmission cannot result in recovery of the
packetloss, i.e., the acknowledgment in Figure 1 (3) can-
not be received, the period of time attempting retrans- e For wireless communications, the each link error
mission will exceed the predefined limit. In this case, rate is selected from>»510~° or 1x1076 error/bit
the packet is eliminated from the MAC layer, and the for all links between nodes.

e In DRR, a queue is prepared for a flow (destina-
tion address). All the queues are constructed with a
shared memory, and the total memory size to store
packets is 50 packets.

e The transfer speed of each wireless link in Figure
2 is 2Mb/s. These nodes form a string topology of
nodes, and the distance between each pair of nodes
was fixed at 200m. The number of nodes; 1, was
varied from 2 to 8. These nodes do not move and
so link failure never occurs as a result of mobility.
Node 0 cannot communicate with nodebecause
of the distance.
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Figure 3: Average goodput at TCP level.

e Medium access control is distributed foundation
control (DFC) of IEEE 802.11 implemented in
ns[13].

e The ad-hoc routing protocol used is destination se-
guenced distance vector (DSDV)[15].

[Traffic conditions]

e New Reno version of TCP.
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Figure 4: Average transmitted data in MAC level (One
hop model).

to node3, the two adjacent nodes, nodeand node3,
cannot send any frame and notleannot receive any
frame even if nod® has a frame ready to send to node
1. The MAC control method cannot use the bandwidth
effectively.

With a bit error rate of %107°, the original DRR
method cannot maintain communication for more than
a few hops because the retransmission mechanism of the
MAC layer cannot cover the packet loss. Our proposed

* The source atthe sender sends packets continuously,aihod. however, can maintain communication because

to the receiving node using FTP under the TCP con-
gestion control. The sizes of all TCP segments and
ACKSs are 1460 octets and 40 octets, respectively.

e The congestion window size in TCP is 40 segments,
because the packet size is fixed in the simulation
experiments.

3.1. Single-flow model

First, we experimented with changing the number of
nodes from 2 to 8 under wireless link bit error rate
conditions of 1075 and 5<107°. In each case, the
TCP source is at nhodé and the sink is at node, and
only a single flow is considered. The simulation time is
100000s for each experiment.

Figure 3 shows the average goodput (effective
throughput)when the bit error rate of the wireless link
is 1x10-6 and 5<107°, respectively. In these graphs,
“Proposed 1x10{-6}" means our method with a bit er-
ror rate of 1x10~°, and “Original 1x10{-6}" is the
same as “Proposed 1x10-6}" except for the queue
management method, which is that of the original DRR.
The x-axis is the number of hops and theaxis means
goodput of at the TCP level.

In case of a bit error ratexi10~%, the two methods
give almost identical results, for all the number of hops

the MAC can continue to retransmit a lost packet until
the packet is received correctly at the next node. This
control is executed repeatedly and so the frame is deliv-
ered correctly from the source node to the end node.

We also observed the TCP instability problem[16] for
both methods when the number of nodes was from 3
to 8 in these simulation experiments. The traffic was
stopped intermittently although there is no route failure
or link breakage. This problem is due to the burst na-
ture of TCP traffic, and the exposed terminal problem
and contention in the IEEE 802.11 MAC. By reducing
the congestion window size of TCP, this problem may
be improved[16], however the goodput is also reduced
in case of long round-trip time between the sender and
receiver.

Figures 4 and 5 show the transmitted data in the MAC
layer for one hop and seven hops, respectively. The
throughput means how much bandwidth is used to trans-
mit the data frames, since the control frames are not in-
cluded in the throughput. We can see from these graphs
how effectively the MAC bandwidth is used.

The z-axis is the index number of each node and the
y-axis is the data transmitted from that node. Figure 4
shows the one hop case, in which nédsends TCP data,
and nodel receives it and sends the ACKs back to node

considered. With both methods, the goodput reduces af). These two nodes use a single wireless link. With
the number of hops increases, in spite of the fact thata bit error rate of ¥1076, the two methods gave the

each wireless link error packet is recovered by the re-
transmission control of MAC layer. This is because the

same result. With an error rate 0k30~°, our proposed
method uses more bandwidth than in the case of an error

exposed terminal problem mentioned earlier reduces therate of 1x10-%, because the control method repeatedly

goodput of multi-hop wireless environments. For exam-
ple, in the case that nodkis transmitting a data frame

retransmits the lost frames until they are delivered. Our
method can consume the total bandwidth in the case of
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Figure 5: Average transmitted data in MAC level (seven- Figure 6: Goodput of flow 1 and flow 2 in DRR 1.0~¢
hop model). bit error rate).
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a high bit error rate. In fact, we observed that the queue
length is never 0 at the nodg which means that the 14 flowl —— -
maximum bandwidth of the wireless link is always used. |

In fact, in case that the wireless link is single
hop, our queue management method improves 30%
of the throughput from the snoop[7] method at the
maximum([17].

Figure 5 shows the seven hop case, in which node
sends TCP data, and nodereceives it and sends the
ACKs to node0. With a bit error rate is ¥10-%, both
methods also gave the same results. In the case of a bit
error rate of 51072, our proposed method cannot use
the bandwidth as effectively as it could with an error rate time (s)
of 1x10-5. This is because the round trip time is in- )
creased from 290ms ofsd10-° to 645ms of 5 10~? Figure 7: Goodput of frow 1 and flow 2 in our proposed
and the throughput is reduced by the congestion con-Method (2107 bit error rate).
trol of TCP. The increment of round trip time is caused
with increasing the retransmission for error frames and
the contention in MAC layer. This increment of round transmission, and no bandwidth is shared with flow 1 in
trip time is, however, unavoidable because TCP connec-spite of the fact that every node uses DRR as the queue
tions are and the wireless LAN has a simplex link, and management method. This problem is mentioned in Ref.
the TCP agent should receive the ACK from the receiver [16] as the unfairness problem between the two flows. In
to send the next data to the receiver. In these conditions this situation, every TCP segment of flow 1 is dropped
the data flow of TCP and the ACK flow of TCP scramble at the wireless link between nodeand nodet due to
for the simplex link and many contentions error occur. contention in the MAC layer after the commencement
Furthermore, if the TCP agent sends many data packetsof flow 2. This phenomenon interferes with the end-to-
the same number of the ACK packets are returned. Thisend TCP congestion control for flows which have started
also increases the contention errors. earlier but have a longer round trip time communication
3.2. Two flow model time, and communication disruption occurs.

In the next set of simulations, We prepare eight nodes Figure 7 shows the same results for our proposed
in the network topology. We set up two TCP connec- method. For flow 1, the average goodput from 200s
tions, flow 1 from node) to node7 and flow 2 from to 300s, and from 300s to 400s, are 0.253Mbps and
node3 to node4. The bit error rate of the wireless links  0.165Mbps, respectively. For flow 2, the average good-
was set at ¥107% or 5x10~°. Flow 1 started commu-  put from 300s to 400 is 0.445Mbps. From these results,
nication at 200s and flow 2 started at 300s and the bothit can be seen that the fairness problem is improved, be-
flows stopped at 400s. Figures 6—9 show the goodput ofcause no TCP segment loss occurs in the wireless link.
the two flows. In these results, the goodput was sampledThe bandwidth is, however, not shared fairly between
every second. flow 1 and flow 2. This is because flow 2 of the TCP

Figure 6 shows the results for the original DRR flow control and the MAC allow burst traffic, and the
method with a bit error rate isx110~%. From 200s to  round trip time of the flow 2 becomes temporarily long.
300s , flow 1 was transmitted with a performance the Figures 8 and 9 show the results of the two-flow model
same as that shown in Figure 3. At 300s, flow 2 starts with a bit error rate of %107°. In the original DRR

Goodput (Mbps)

200 250 300 350 400



08 ‘ ‘ Table 1: Average goodput of flow 1 — flow 4 in DRR
i method in % 10~ bit error rate (Mbps).

0 seconds| 200-300| 300-400| 400-500| 500-600
= flow 1 0.247 0.098 0.003 0
= flow 2 - 0.177 0.011 0.002
g flow 3 - - 0414 | 0.085
&) flow 4 - - - 1.137

All 0.247 0.276 0.428 1.22
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Figure 10: Goodput of flow 1 — flow 4 in DRR method
(1x107 bit error rate).

0.05

200
time (s) node6 to nodel, flow 3 is from node2 to nodeb and

flow 4 is from nodet to node3. Flow 1 started commu-
Figure 9: Goodput of flow 1 and flow 2 in our proposed nication at 200s, flow 2 started at 300s, flow 3 started at
method (5<10~° bit error rate). 400s and flow 4 started at 500s. Flow 1 — 4 stopped at

600s. Bit error rate of all the wireless links was set at

1x1076 or 5x107° in each experiment. Figures 10-13

show the goodput of the four flows. In these results, the
method, flow 1 cannot communicate as in Figure 3, and goodput was also sampled every second.

only the flow 2 achieves communication (Figure 8). In Figures 10, 11 and Tables 1, 2 show the results of the
Figure 9, our proposed method improves the unfairnesssqr-flow model with a bit error rate ofs110-6.
problem between the two flows with different round-trip ¢ shown in Figure 10 and Table 1, the orignal DRR

times. The end-to-end flow control works well, since ,o1hqd cannot fairly share the bandwidth. In 500-600s,
these data segments and the ACK segments are ransqq,, 1 and flow 2 cannot keep the communications be-
ferred correctly even under high bit error rate conditions. cause the shorter round trip time flows, flow 3 and flow

For flow 1, the average goodput from 200s to 300s, and4, extremely consume the bandwidth with the congestion
from 300s to 400s, are 0.107Mbps and 0.079Mbps, re- .01 of TCP, We can say that it is difficult to main-

spectively. For flow 2, the average goodput from 300S 0 yoin mytiple FTP communications over TCP conges-
400s is 0.104Mbps. However, flow 1 was disconnected s controls in multi-hop wireless LAN networks even
when flow 2 started communication, because the slow if there is no packet loss in the wireless links

start control results in burst traffic and the segments of
: . : : Our proposed method, however, the four flows can
the flow 1 had to wait a long time until their turn for . . : : i
. . : . keep the connections for the simulation periods in Figure
transmission. In high bit error rates, the bandwidth of
the wireless link is consumed by repeated retransmis L1 and Table 2. Between flow 1 and flow 2, each band-
y rep width is fairy shared even if two, three and four flows are

;OA%O;]? deiaci(;r:ggtjeciga_?_ﬁisr’ngﬂg;t%;hergglg(:ﬁ;\tlvzfriecontained in the networks. For 400-500s and 500-600s,
) P "the flow 3 or flow 4 gain larger bandwidth than that of

however_ the phenomenon is immediately improved with the other flows. This is because that the flow 3 and flow
congestion control of the two TCP agent. Do

4 have a smaller round trip time than those of the flow 1

3.3. Four flow model and flow 2. This phenomenon is unavoidable in conven-

In the next set of simulations, we set up four TCP con- tional congestion controls of TCP. However, in case that

nections, flow 1 is from node to node7, flow 2 is from we focus on the flow 1, the shared bandwidth is almost



Table 2: Average goodput of flow 1 — flow 4 in our pro- Table 3: Average goodput of flow 1 — flow 4 in DRR

posed method int10-6 bit error rate (Mbps). method in 5<10~° bit error rate (Mbps).
seconds| 200-300| 300-400| 400-500| 500-600 seconds| 200-300| 300-400| 400-500| 500-600
flow 1 0.247 0.139 0.0732 | 0.0571 flow 1 0.001 0.0035 | 0.0002 | 0.0004
flow 2 - 0.143 0.0802 | 0.0588 flow 2 - 0.0079 | 0.0027 0
flow 3 - - 0.214 0.0787 flow 3 - - 0.0366 | 0.0263
flow 4 - - - 0.587 flow 4 - - - 0.1666
All 0.247 0.282 0.367 0.666 All 0.001 0.0114 | 0.0395 | 0.1933
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Figure 11: Goodput of flow 1 — flow 4 in our proposed Figure 12: Goodput of flow 1 — flow 4 in DRR method
method (110~ bit error rate). (5x1075 bit error rate).

same as 0.247/(the number of flows) Mbps in each pe-Such environments. _
riod of 100s. The unfairness problem is improved in the ~ However, our method still suffers from the burst na-
point. ture of TCP traffic, and the burst control and contention
Figures 12, 13 and Tables 3, 4 show the results of theProblems of IEEE 802.11 media access control,. and we
four-flow model with bit error rate of §10-5. Figure 12~ Need to solve these problems. In error prone link con-
and Table 3 shows the results of the original DRR. The ditions, TCP connections have long round trip time, and
flow 1 and flow 2 cannot keep their communications in this problem is unavoidable to correctly deliver segments
the all period and the flow 3 and flow 4 only keep their and keep the connections. This may cause time out of the
narrow bandwidth. congestion timer of TCP and we should also improve
Figure 13 and Table 4 show the results of our pro- the problems. Our method is currently only applicable

posed method with error prone link conditions, and the t© fixed wireless multi-hop environments, and we need
bandwidth unfaimess problem is improved from no er- t©iImprove it for mobile ad-hoc communication environ-
ror conditions in the results. This is because that local MeNts. The traffic model used in our simulations is also
retransmission control in MAC layer is required for the S'mP'e and we also need to refine it to model multimedia
error frame and the latter frames should stay at the queuetraﬂ'c' o ) ) )

of the node until the error frame is delivered to the re-  Further sophisticated control for multimedia traffic
ceiver correctly. This control reduces a burst nature of Should be considered for the proposed method. For ex-

TCP congestion control for shorter round trip time flows. &MPle, the addition of Random Early Discard, Explicit

These results show that our proposed method works wellCongestion Notification or Class Based Queuing will
in multiple TCP flow conditions over error prone links. ~ IMProve the performance for realistic network traffic.
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