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Abstract

The highly dynamic conditions of ad hoc networks
present several challenges to applications where one
of the core functionalities is service discovery. How-
ever, existing solutions for service distribution do
not work well in these dynamic environments, while
other proposals focus on backbone structures at the
network layer assuming multicast capabilities which
is not always possible. Therefore, we propose a hier-
archical architecture based on a very efficient cluster-
ing algorithm: the Weighted Clustering Algorithm
(WCA). This algorithm has many advantages be-
cause not only is invoked on demand by the nodes
with higher mobility, but takes into consideration
other features such as the ideal number of nodes that
a cluster can handle, mobility and battery power.
We present and compare our proposed architecture
with other strategies such as flooding and an active
clustering algorithm.

Keywords: Ad Hoc networks, Hierarchical Ar-
chitecture, Clustering, Service Distribution, Service
Discovery.

1 Introduction

Ad hoc networking is the subject of extensive re-
search, due mainly to the fact that these networks
prove to be economical. In emergency services such
as disaster recovery, ad hoc networks are the only
possible option, because they form a temporary net-
work without any aid from centralized administra-
tion. Nodes participating in an ad hoc network
communicate on a peer-to-peer basis. A critical
functionality in these networks is service distribu-
tion. In a service distribution architecture, clients
use the discovery process to discover services in the

network, while servers use the advertisement pro-
cess to periodically announce their registered ser-
vices. The function of a service discovery proto-
col is to maintain a client node informed about ser-
vice information available through scoped attribute
queries. We understand by services the entities
that perform computation or actions on behalf of
client users. Services can be those offered by de-
vices or software resources. Devices include printers,
fax machines, cameras, audio-systems, etc. Soft-
ware resources include games, music, personal in-
formation, information-oriented services (maps or
weather), commerce based services (such as buying
tickets to a movie), and network services (such as
3G Access Points, Network addressing mechanisms,
etc).

Service discovery by flooding the network with ser-
vice requests, as it is used by some peer-to-peer ad
hoc networks is not the best option in many cases,
since the message overhead generated is not accept-
able. Instead, we propose to organize the service dis-
tribution architecture over the network layer into a
hierarchical structure by using clustering. Section 2
summarizes previous work done within this subject.
Section 3 presents possible procedures for dissemi-
nating service information in ad hoc networks. Fea-
tures, advantages and disadvantages are presented
for each strategy. In section 4 we review some clus-
tering algorithms proposed in literature, while sub-
section 4.3 describes the weighted clustering algo-
rithm which will be the base of our architecture. Sec-
tion 5 describes our proposed hierarchical architec-
ture for service distribution. Section 6 explains our
development of the software extensions for the Glo-
MoSim simulation tool and presents some results.
Finally section 7 presents some conclusions and di-
rections of future work.



2 Related Work

Existing service discovery architectures such as Uni-
versal Plug and Play Device Architecture (UPnP),
the Jini Specification and the Service Location Pro-
tocol (SLP) [1] do not present appropriate charac-
teristics for mobile ad hoc networks. Current archi-
tectures do not use any performance metrics, and
maintain a central directory server containing the
necessary information to identify services. Other
better tailored solutions have been proposed based
on flooding [2] or by dynamically building and main-
taining a backbone structure to perform advertise-
ment and discovery [3]. Nevertheless, they sup-
pose that all nodes will have multicast capabilities
or will support the backbone formation algorithms,
which it is not always true. Yet other proposals fo-
cus on the mechanisms for describing and matching
services, as well as the user interfaces for discovery
applications (such as [4] and [5]). Several routing
protocols use clustering at the network layer such as
the Cluster Based Routing Protocol (CBRP) [6] and
the Hierarchical State Routing (HSR) [7]. But not
many clustering algorithms have been proposed for
service distribution in ad hoc networks in the best
of our knowledge.

3 Dissemination Strategies for

Service Information

Dissemination of service information constitutes an
important issue of service distribution, because it in-
fluences enormously the performance of discovering
a service. Flooding is a simple mechanism by which
every incoming packet at a node is sent out on every
outgoing link except the one it arrived on. Neverthe-
less, it is not possible to exclude physically the in-
coming links in wireless environments. Instead, each
node rebroadcasts a message to its neighbors upon
receiving it for the first time. This is achieved with
control mechanisms that avoid that messages circu-
late in the network without end. One control mech-
anism consists in tracking the flooding messages
based on a unique source identifier and a sequence
number. However, flooding is far from optimal and
generates a high number of redundant messages that
may cause a serious problem referred as the broad-
cast storm problem [8]. Furthermore, flooding over-
head corresponding to replicated, redundant mes-
sages increases with connectivity. Other strategies
aim to reduce broadcast redundancy to save scarce
resources by selecting a number of forward nodes in

order to define a connected set. This set is referred
to as the backbone, and will carry out a broadcast
or flooding process. In this approach, a structure (a
tree or a mesh) is built, such that any other node
in the network is adjacent to a node in the tree or
the mesh structure. Backbone structures are used
to disseminate changes in link state information and
send probes for route discovery in multicast proto-
cols. Backbones have also been proposed for ser-
vice distribution, for example [3] considers the use
of protocols at the network layer such as the Virtual
Dynamic Backbone Protocol [9], while [10] pro-
poses the use of the On-Demand Multicast Routing
Protocol (ODMRP) for service discovery within ad
hoc networked appliances. Although it is true that
multicast is very important in mobile environments
where bandwidth is scarce and hosts have limited
power (like ad hoc networks), it is also true that
multicast capabilities are not always present while
significant work in the area has to be done [11].
Another approach consists in building hierarchical
structures based on clustering. Cluster-based struc-
tures promote more efficient use of resources in con-
trolling large dynamic networks as referred by [12],
which shows that 75% or more of transmissions can
be saved with clustering. A cluster may have one or
more controllers (cluster-heads) acting on their be-
half to make decisions for cluster members. A cluster
may also define one or more gateways and ordinary
nodes as shown at Fig[ 1]. The cluster-head sched-
ules transmissions and allocates resources within the
clusters, while gateways connect adjacent clusters.
The argument made against clustering is that the
rearrangement of the clusters and the assignment
of the nodes to clusters may require excessive pro-
cessing and communications overhead. Therefore,
an algorithm that minimizes overhead is essential to
maintain the benefits that clustering schemes pro-
vide.

4 Clustering Algorithms

Formation and maintenance of a cluster-based con-
trol structure requires algorithms to initiate cluster-
ing nodes and for adjusting clusters as nodes join,
leave or move within the network. Choosing cluster-
heads optimally is an NP-hard problem [13], yet
several algorithms exist for building the initial clus-
tering hierarchy and for restructuring the hierarchy
as network connectivity changes. Some are the fol-
lowing [14].
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Figure 1: Cluster-Based Control Structure

4.1 Highest Degree.

Also known as connectivity-based clustering, was
originally proposed by Gerla [15] where each node
broadcasts its ID to the nodes that are within its
transmission range. The node with maximum num-
ber of neighbors (maximum degree) is chosen as a
cluster-head and any tie is broken by the unique
node IDs. The neighbors of a cluster-head become
members of that cluster and can no longer partici-
pate in the election process. Since no cluster-heads
are directly linked, only one cluster-head is allowed
per cluster. Any two nodes in a cluster are at
most two-hops away since the cluster-head is directly
linked to each of its neighbors in the cluster.

4.2 Lowest ID.

Also known as identifier-based clustering or Linked-
Cluster Algorithm (LCA) was originally proposed by
Baker and Ephremides [16]. This heuristic assigns
a unique ID to each node and chooses the node with
the minimum ID as a cluster-head. The clusters
are formed around cluster-heads, and are identified
by the cluster-head ID. Gateway nodes are also de-
fined to establish connectivity among clusters. To
enable the cluster formation and maintenance, all
nodes keep the information about their neighbors in
a “neighbor table”. Each node periodically broad-
casts Hello packets which contain the Node-ID and
the Node’s cluster-head ID. The Hello packets are
only delivered to the immediate neighbors and are
not passed any further. When a node receives a
Hello packet, it updates its neighboring table. If the
received packet does not exist in the table, a new
entry is added. When a cluster-head hears a Hello

packet from another cluster-head, it compares its ID
with the one of the heard cluster-head. The node
with higher ID will then resign as a cluster-head,
and will advertise its new status on the network. If
an ordinary node does not hear Hello packets from
any cluster-head in a period of time, then it becomes
cluster-head. To ensure quick formation of clusters,
this period of time between Hello broadcasts should
be chosen rather small.

4.3 Weighted Clustering Algorithm

The problem with the schemes reviewed on the pre-
vious section is that they are “active”. They require
a constant refresh rate of cluster-dependent infor-
mation, and therefore introduce significant control
overhead, even in the case that no data is being sent.
Passive clustering has been investigated in the past
to reduce computation and communication costs by
invoking the clustering algorithm on-demand. The
weighted clustering algorithm (WCA) [17] is a recent
proposal of on-demand clustering that can be used
for service distribution. Unlike other algorithms that
are invoked periodically resulting in high communi-
cation overhead, WCA is adaptively invoked based
on the mobility of the nodes. Even more, this algo-
rithm takes into consideration the ideal number of
nodes that a cluster can handle, the mobility (speed
of nodes) and the battery power, in order to assign
weights that will be used to determine the cluster-
head nodes. The cluster-head election procedure is
invoked at the time of system activation, and also
when the current dominant set is unable to cover
all the nodes. Every invocation of the election algo-
rithm does not necessarily mean that all the cluster-
heads in the previous dominant set are replaced with
the new ones. If a node detaches itself from its cur-
rent cluster-head and attaches to another cluster-
head, then the involved cluster-heads update their
member list instead of invoking the election algo-
rithm. The algorithm for the weighted clustering
algorithm as specified by [17] is the following:

1. Find neighbors of each node v which defines its
degree (dv) as

dv = |N(v)| =
∑

v′εV,v′ 6=v

{dist(v, v′) < txrange}

2. Compute the degree-difference ∆v = |dv −δ| for
every node v, where δ is the number of nodes
(pre-defined threshold) that a cluster-head can
handle ideally.



3. For every node, compute the sum of the dis-
tances Dv with all its neighbors

Dv =
∑

v′εN(v)

{dist(v, v′)}

4. Compute the running average of the speed for
every node until current time T. This gives a
measure of mobility Mv

Mv =
1

T

T
∑

t=1

√

(Xt − Xt−1)2 + (Yt − Yt−1)2

5. Compute the cumulative time Pv during which
a node v acts as a cluster-head. Pv indicates
how much battery power has been consumed,
which is assumed more for a cluster-head than
an ordinary node.

6. Calculate the combined Weight (Wv) for each
node v where

Wv = w1 ∗ ∆v + w2 ∗ Dv + w3 ∗ Mv + w4 ∗ Pv

7. Choose that node with the smallest Wv as
the Head-Cluster. All neighbors of the chosen
cluster-head are no longer allow to participate
in the election procedure.

8. Repeat steps 2 to 7 for the remaining nodes not
yet selected as a cluster-head, or assigned to a
cluster.

All nodes continuously monitor their signal
strength as received from the cluster-head. When
the mutual separation between the node and its
cluster-head increases, the signal strength decreases.
In that case, the mobile has to notify its current
cluster-head that it is no longer able to attach it-
self to that. The node tries then to hand-over to a
neighboring cluster. If the node goes into a region
not covered by any cluster-head, then the WCA elec-
tion procedure is invoked and the new dominant set
is obtained.

5 Proposed Architecture

We have decided to locate the service distribution
mechanisms on top of the network layer, in order to
take advantage of either the service discovery me-
chanisms or the topological structures defined at
that layer. For example, if the routing protocol used
is multicast, then the backbone already defined at
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ad hoc network
small home

flooding

Figure 2: Heterogeneity of service distribution mech-
anisms

the network layer, can be re-used for service distri-
bution as specified at [3]. If a hierarchical routing
protocol is being use such as Cluster-Based Rout-
ing Protocol (CBRP) or Hierarchical State Routing
(HSR), then the topological structure defined at the
network layer can also be re-used for service distri-
bution because cluster-nodes and gateways are al-
ready defined. Only when no mechanism is defined
for service distribution at the network layer, then a
hierarchical structure is defined based on the WCA
algorithm. This approach provides service distri-
bution in networks where different discovery tech-
niques are used. Assuming that the appropriate ad
hoc gateways exist to relate those clusters, then our
architecture allows heterogeneity of service distribu-
tion and routing protocols as shown at figure 2.
The gateways that connect the networks may be
airborne relay nodes, low earth orbit/geostationary
satellites [18], or traditional fixed-based infrastruc-
ture. This approach provides interoperability, re-
duced overhead and aggregation.

5.1 Service Distribution.

In this section we focus on the hierarchical archi-
tecture based on WCA-clustering. When a client
node needs a service, it browses its cache memory,
and if it is not found, it sends a service request to
its cluster-head. The cluster-head verifies if the ser-
vice is available in its group to reply to the client
node. If the service does not exist in the cluster,
then the cluster-head re-sends the service request to
other available cluster-heads nodes until the service
is found; in which case, the client node receives a
reply-message from the cluster-head where the ser-



vice is available. When a service request is sent, a
timer is triggered to limit the time the client node
waits for a reply-message. If the timer expires and
no reply was received, it can re-send the service re-
quest until a maximum number of times (the timer
may be increased in subsequent requests). At this
moment, if no reply-message is received, the client
node assumes the requested service is not available.
When a service becomes available, the server node
advertises it to its neighbors by using a distance-
limited flooding mechanism (using a TTL=n, where
n represents the maximum number of hops that a
packet can traverse). The server node periodically
announces its services to its designated cluster-head,
so it can keep track of the services in its group. If the
cluster-head does not receive these updating mes-
sages in a period of time, it assumes that the service
is no more available and erases it from its registry.
Furthermore, the combined weights (Wv) for each
node by the weighted clustering algorithm could be
included in the service messages in order to indicate
the stability of potential servers. A client would se-
lect the server with the smallest weight if more than
two servers are found for a service request.

5.2 Service Model.

In this section, we present the different components
that define our service model (shown at Figure 3).
We define a Service Application Module (SAM) at
the application layer which is responsible for service
distribution. In ad hoc networks, each node may
behave either as a service client or server, therefore
we define a client manager (called SAC ) and a server
manager (called SAS ) at the application layer:

• SAC (Service Application Client). This module
is responsible of sending service requests to the
network, when a service is required. It is also
responsible to keep a status of such requests.

• SAS (Service Application Server) This module
registers services available by a node and an-
nounces them to the node’s neighbors.

These modules may present a friendly user front-
end (maybe in Micro-Java or WML) that will cap-
ture the needs of users and present services found in
ad hoc networks. Nevertheless, we have not devel-
oped such front-end and we suppose the existence of
it. We propose the definition of a topology manager
module that will create and maintain clusters with
the WCA procedure (default), or will interface to
the appropriate network managers if a mechanism

(WCA)

Discovery
Service

Description
Mechanism

Service

SASSAC

Service Application Module (SAM)

NM NM
Network
Managers

(NM)

Unicast/Multicast Routing

Service Access Middleware
(RMI, Corba, or Remote API)

Medium Access Control
(maca,macaw, fama)

Security

Service 
Distribution

Data Link
Layer

Security Manager
(Selfish nodes,
misbehaving nodes,
intrusion detection)

gateways,

Election of
leader,

Layer
Network

Advertisement
Service

Topology
Manager

Figure 3: Service Model

is defined at the network layer. We also consider
that service distribution mechanisms have to inter-
face with a security module that protects from pas-
sive eavesdropping, active impersonation, message
replay and message distortion. Intrusion detection
proposals for ad hoc networks, such as [19], describe
policies for neighboring nodes to collaborate and de-
tect signs of intrusion. An intruder detected by the
security module might be excluded from offering and
demanding services in the service distribution mod-
ule. We have not focused our research in security is-
sues due to the extensive of the field, but we consider
it must be taken into account in the architecture.

6 Simulations

The two main simulators for wireless ad hoc net-
works (NS-2 [20] and GloMoSim [21]) do not include
any mechanisms for service distribution. Therefore,
we have developed the necessary extensions for Glo-
MoSim to support some strategies for service distri-
bution. The GloMoSim extensions, collected in the
form of a software patch, can be found at [22]. The
patch implements the Service Application Module
(SAM) and uses three different strategies for service
distribution: flooding, two-hop clustering with LCA
and clustering with WCA. We have performed dif-
ferent simulation tests to evaluate the performance
of service discovery with WCA clustering. We began
by comparing the service discovery strategies under
different node densities. For this purpose, we defined
a scenario with size of 800 x 800 m. The random
waypoint mobility model model (RWPM) [23] was
used with a maximum speed of 3 m/s and a pause
time between movements of zero. Simulation time
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was defined as 50 seconds and nodes had a radio
range of 250 meters. The propagation model used
was the free space model; 802.11 DCF was used as
the MAC layer protocol and AODV was selected as
routing protocol. The service distribution scenario
consisted of tens of nodes including five servers and
five client nodes that demanded different services
only after such services became available. Therefore,
no re-transmissions of service requests due to un-
available services were considered. Simulations with
different initialization seeds were repeated until the
variance obtained was less than 10 % of the mean
value for each test. The number of nodes considered
for this example were 10, 20, 30 and 50 nodes. Fi-
gure 4 shows the service time response comparison
for flooding, LCA and WCA strategy; while figure 5
shows service overhead between flooding and hierar-
chical (WCA) strategies. Figure 6 shows the over-
head for the hierarchical approach using LCA and
WCA as clustering algorithm.

We note that WCA has a better behavior and
presents less overhead as the number of nodes in-
creases, while service overhead for flooding con-
stantly increases with the number of nodes. We
also note that even LCA is a clustering solution,
it presents the worst behavior as node density in-
creases (around 30 nodes) in this scenario. This is
due the pro-active nature of the algorithm and be-
cause a higher density implies a more frequent ex-
change of control messages to preserve the hierarchi-
cal structure. On the other hand, on-demand clus-
tering solutions such as WCA present better results
in response time and overhead comparison.
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7 Conclusions

In this paper we have proposed a hierarchical archi-
tecture for service distribution in ad hoc networks
that use an efficient on-demand algorithm for clus-
tering. The architecture allows interoperability with
mechanisms of the network layer such as different
routing algorithms. We have also developed the nec-
essary software extensions for the GloMoSim simu-
lation tool, in order to evaluate the proposed archi-
tecture. Our results indicate that important advan-
tages can be obtained by using the weighted clus-
tering algorithm (WCA) in a hierarchical architec-
ture for service distribution. Nevertheless, further
research has to be done in order to optimize and va-
lidate our model. We continue to evaluate scenarios
with different mobility models and traffic patterns in
order to determine the optimal configuration para-



meters of our service distribution architecture. Sim-
ulations with different scenario conditions (area size,
node density, mobility, etc.) have to be performed
in order to determine the situations where cluster-
ing is better than other strategies. Nevertheless, we
are convinced that hierarchical architectures are es-
sential for service distribution, in order to provide
aggregation and scalability in ad hoc networks.
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